1. Define computer networks?
‘‘Computer network''   to mean a collection of autonomous computers interconnected by a single technology. Two computers are said to be interconnected if they are able to exchange information.

2. What are various types of networks topologies in computer network?

Network topology defined as the logical connection of various computers in the network. The six basic network topologies are: bus, ring, star, tree, mesh and hybrid.

3. What are the layers of the OSI reference model?
There are 7 OSI layers: Physical Layer, Data Link Layer, Network Layer, Transport Layer, Session Layer, Presentation Layer and Application Layer.
4. What is a LAN?
LAN is short for Local Area Network. It refers to the connection between computers and other network devices that are located within a small physical location.
5. What is a node?
A node refers to a point or joint where a connection takes place. It can be computer or device that is part of a network. Two or more nodes are needed in order to form a network connection.

6. What are routers?
Routers can connect two or more network segments. These are intelligent network devices that store information in its routing table such as paths, hops and bottlenecks. With this info, they are able to determine the best path for data transfer. Routers operate at the OSI Network Layer.
7. What is anonymous FTP?
Anonymous FTP is a way of granting user access to files in public servers. Users that are allowed access to data in these servers do not need to identify themselves, but instead log in as an anonymous guest.
8.  What is subnet mask?
A subnet mask is combined with an IP address in order to identify two parts: the extended network address and the host address. Like an IP address, a subnet mask is made up of 32 bits.
9.  What is the maximum length allowed for a UTP cable?
A single segment of UTP cable has an allowable length of 90 to 100 meters. This limitation can be overcome by using repeaters and switches.
10.  What is data encapsulation?
Data encapsulation is the process of breaking down information into smaller manageable chunks before it is transmitted across the network. It is also in this process that the source and destination addresses are attached into the headers, along with parity checks.
11.  Describe Network Topology
Network Topology refers to the layout of a computer network. It shows how devices and cables are physically laid out, as well as how they connect to one another.
12. What is VPN?
VPN means Virtual Private Network, a technology that allows a secure tunnel to be created across a network such as the Internet. For example, VPNs allow you to establish a secure dial-up connection to a remote server.
13.  Briefly describe NAT.
NAT is Network Address Translation. This is a protocol that provides a way for multiple computers on a common network to share single connection to the Internet.
14.  What is the job of the Network Layer under the OSI reference model?
The Network layer is responsible for data routing, packet switching and control of network congestion. Routers operate under this layer.
15.  How does a network topology affect your decision in setting up a network?
Network topology dictates what media you must use to interconnect devices. It also serves as basis on what materials, connector and terminations that is applicable for the setup.
16. What is point to point connection
It provides a dedicated link between two devices. The entire capacity of the link is reserved for transmission between the two devices.
17. What is subnet?
A generic term for section of a large networks usually separated by a bridge or router.
18. What do you mean by switching?
It is a method in which communication devices are connected to one another efficiently. A switch is intermediary hardware or software that links devices together temporarily.
19. What is multicast routing?

Sending a message to a group is called multicasting, and its routing algorithm is called multicast routing.
20. What is multipoint connection?
In multipoint connection more than two specific devices share a single link. Here the capacity of the channel is shared either separately or temporally.
21. What is simplex?
It is the mode of communication between two devices in which flow of data is unidirectional.
22. What is half-duplex?

It is the mode of communication between two devices in which flow of data is bidirectional but not at the same time. ie each station can transmit and receive but not at the same time.
23. What is full duplex?

It is the mode of communication between two devices in which flow of data is bidirectional and it occurs simultaneously. Here signals going in either direction share the capacity of the link.
24. What is a topology?
Topology of a network is defined as the geometric representation of the relationship of all the links and linking devices (node) to one another
25. What is the difference between ARP and RARP?

ARP - Address resolution protocol is used to associate the 32 bit IP address with the 48 bit physical address, used by a host or a router to find the physical address of another host on its network by sending a ARP query packet that includes the IP address of the receiver.
RARP - Reverse address resolution protocol allows a host to discover its Internet address when it knows only its physical address.
26. What is ICMP?

ICMP is Internet Control Message Protocol, a network layer protocol of the TCP/IP suite used by hosts and gateways to send notification of datagram problems back to the sender.
27. What is logical link control?

One of two sub layers of the data link layer of OSI reference model, as defined by the IEEE 802 standard. This sublayer is responsible for maintaining the link between computers when they are sending data across the physical network connection.
28. What is mesh network?

A network in which there are multiple network links between computers to provide multiple paths for data to travel.
29. What do you mean by switching?

It is a method in which communication devices are connected to one another efficiently. A switch is intermediary hardware or software that links devices together temporarily. 
30. What do you mean by flow control? 

It is the regulation of sender’s data rate so that the receiver buffer doesn’t become overwhelmed.i.e. flow control refers to a set of procedures used to restrict the amount of data that the sender can send before waiting for acknowledgement.
	

	


31. What is multicast routing?

Sending a message to a group is called multicasting, and its routing algorithm is called multicast routing.
32. What is IP address?

The internet address (IP address) is 32bits that uniquely and universally defines a host or router on the internet.
The portion of the IP address that identifies the network is called netid. The portion of the IP address that identifies the host or router on the network is called hostid.
	33. What is Repeaters ?

A receiver receives a signal before it becomes too weak or corrupted, regenerates the original 

Bit pattern, sand puts the refreshed copy back onto the link. It operates on physical layer of OSI model.

	

	
	

	
	

	
	


34. What is Bridges?

They divide large network into smaller components.They can relay frames between two originally separated LANs. They provide security through partitioning traffic. They operate on phycal and data link layer of OSI model.
35. What is Gateway ?

It is a protocol converter. A gateway can accept a packet formatted for one protocol and convert it to a packet formatted for another protocol. It operates on all the seven layers of OSI model.
36. What do you mean by peer ?

Entities comprising the corresponding layers on different machines are called peers.
37. What do you mean by broadcasting ?

Broadcast system allow addressing a packet to all destination by using a special code in address field. when packet is transmitted it is received and processed by every machine on the network.
38. What are the protocols in application layer ?

The protocols defined in application layer are

TELNET

FTP

SMTP
39. What are the protocols in transport layer ?

The protocols defined in transport layer are 

TCP

UDP
40. Define TCP ?

It is connection oriented protocol.It consist byte streams oeiginating on one machine to be delivered without error on any other machine in the network.while transmitting it fragments the stream to discrete messages and passes to interner layer.At the destination it reassembles the messages into output stream.
41. Define UDP ?

It is unreliable connectionless protocol. It is used for one-shot, client-server type, request reply queries and applications in which prompt delivery is required than accuracy.
42. What is Hypertext Transfer Protocol(HTTP) ?

It is the main protocol used to access data on the World Wide Web .the protol transfers data in the form of plain text,hypertext,audio,video,and so on. It is so called because its efficiency allows its use in a hypertext environment where there are rapid jumps from one document to another.
43. What is URL ?

It is a standard for specifying any kind of information on the World Wide Web.
44. What is World Wide Web ?

World Wide Web is a repository of information spread all over the world and linked together. It is a unique combination of flexibility, portability,and user-friendly features .The World Wide Web today is a distributed client-server service, in which a client using a browser can access a service using a server. The service provided is distributed over many locations called web sites.
45. What do you mean by Simple Mail Transfer Protocol?

The TCP/IP protocol that supports electronic mail on the internet is called Simple Mail Transfer Protocol. SMTP provides for mail exchange between users on the same or different computer and supports Sending a single message to one or more recipient Sending message that include text, voice,video,or graphics. Sending message to users on network outside the internet.
46.  What is NIC?
NIC is short for Network Interface Card. This is a peripheral card that is attached to a PC in order to connect to a network. Every NIC has its own MAC address that identifies the PC on the network.
47. What is WAN?
WAN stands for Wide Area Network. It is an interconnection of computers and devices that are geographically dispersed. It connects networks that are located in different regions and countries.
48.  What is the importance of the OSI Physical Layer?
The physical layer does the conversion from data bits to electrical signal, and vice versa. This is where network devices and cable types are considered and setup.
49.  How many layers are there under TCP/IP?
There are four layers: the Network Layer, Internet Layer, Transport Layer and Application Layer.
50. What does 10Base-T mean?
The 10 refers to the data transfer rate, in this case is 10Mbps. The word Base refers to base band, as oppose to broad band. T means twisted pair, which is the cable used for that network.
51. What is TCP/IP?
TCP/IP is short for Transmission Control Protocol / Internet Protocol. This is a set of protocol layers that is designed to make data exchange possible on different types of computer networks, also known as heterogeneous network.
52. What is the difference between a hub and a switch?
A hub acts as a multiport repeater. However, as more and more devices connect to it, it would not be able to efficiently manage the volume of traffic that passes through it. A switch provides a better alternative that can improve the performance especially when high traffic volume is expected across all ports.
53. What is the maximum segment length of a 100Base-FX network?
The maximum allowable length for a network segment using 100Base-FX is 412 meters. The maximum length for the entire network is 5 kilometres.

